m TODO :Qés,clogy

Kick-starting your OSPO
A practical approach
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About OSPOs

OSPOs are designed to:

e Be the center of competency for an organization’s open source operations.
e Setthe open source strategy and policies for an organization.

Facilitate cross-functional collaboration from four different perspectives:

Downward: The head of an OSPO must manage the team'’s tasks effectively.
Upward: Managing expectations and aligning with executives.

Sideways: Collaboration with other teams and business units.

Outside: Representing the organization to external communities / foundations.
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More Info: https://ospobook.todogroup.org/01-chapter/
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10 minutes to apply this to your organization

The following questions might help drive the group discussion:

Does your organization need an OSPQO?

What does ‘open source’ mean for you and your organization?

What are your organization’s goals for using OSS5?

VWhat are the current policies and procedures for using OSS within your
organization?

What are the challenges of implementing an OSPO within the organization?
e \What resources and support will be needed to successfully implement an
OSPO within the organization?

TODO
More Info: https://ospobook.todogroup.org/01-chapter/
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Common Activities in OSPO Mindmap

Strategy, Partnerships

<+ Collaborate with Internal
Stakeholders

+» Collaborate with Open Source
Organizations

/" Prioritize and Drive Open Source
Upstream Development

® Give Advice on Open Source

Support Corporate Development
Activities

TODO

Policy, Risk

-, Establish and Improve Open
Source Processes

/ Establish and Improve Open
Source Policies

), Oversee Open Source Compliance

More Info: https://ospobook.todogroup.org/04-chapter/

Measurement, Impact

i1 Define and Track Performance
Metrics / Technical Debt

Engineer Experience,
Platform

<> Implement InnerSource Practices

> Eliminate Friction from Using and
Contributing to Open Source

M Manage Open Source IT
Infrastructure

& Grow and Retain Open Source
Talent Inside the Organization



https://ospobook.todogroup.org/04-chapter/

Common Activities with Stages

Il Leadership
Contributor
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© Consumer
Define OSS Introduce license Financially Qualify contributors TI me
compliance rules compliance tools supporting Open Sourcing
communities previously proprietary
Manage SBOMs Create contribution _ ) roiects
Adopt Open . Upstream first policy proj
policies and
Standards
processes
Supporting autonomy of contributors and
Trying InnerSource maintainers of OSS projects
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10 minutes to apply this to your organization

CONSUMER PARTICIPANT CONTRIBUTOR LEADERSHIP
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More Info: https://ospobook.todogroup.org/04-chapter/
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10 minutes to apply this to your organization

CONSUMER PARTICIPANT CONTRIBUTOR LEADERSHIP

e Activity(es) you'd prioritize

e \alue for the organization that brings
(boths, strategic and operational)

o \Why

TODO
More Info: https://ospobook.todogroup.org/04-chapter/
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Managing Open Source Security

e Open source software is an important part of the software supply chain, and
it's part of an OSPQO’s responsibility to help secure the OSS supply chain.

e An OSPO can help prevent security issues, reduce their chances or impact, and
be prepared in case something still goes wrong.

e Security training and education helps developers and managers who often
don’t know what they need to know about security.

e Key steps:

o Use OpenSSF's guides and tools to make sure the OSS software you develop is secure.

o Choose and use open source components carefully with security in mind.

o  Protect your environments, including development, build, test, and distribution.

o Use automated tools in your Continuous Integration (Cl) pipeline to catch security issues early.

TODO
More Info: https://ospobook.todogroup.org/05-chapter/



https://ospobook.todogroup.org/05-chapter/

Group Work




10 minutes to apply this to your organization

The following questions might help drive the group discussion:

e \What changes in culture and daily work processes would help improve your
OSS security and create a culture of shared responsibility?

e How can you build security into your development workflow?

e \Vhattraining and education do you need, and how can this be an ongoing
process?

e \Vhat can you do to encourage teams to be open about security progress to
create a positive environment?

e How can you continuously improve security?

TODO
More Info: https://ospobook.todogroup.org/05-chapter/
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